Criminal Justice Information System (CJIS) Auditors

Job Code Job Title Pay Grade

3880L1 CJIS Auditor | 27

3881L1 CJIS Auditor I 29

3882L1 CJIS Auditor IlI 31
CONCEPT:

Based on a variety of policies, laws, rules, and regulations, the Kansas Highway Patrol Criminal Justice Information
Services (CJIS) Unit conducts compliance audits of Federal, State, Local, and Tribal Criminal Justice Agencies
located in Kansas. The KHP CJIS Unit is responsible for audits of CJIS systems and services to include, but not
limited to: National Crime Information Center (NCIC) and Interstate Identification Index (lll); National Sex Offender
Registry (NSOR); Information Technology Security (ITS); National Data Exchange (N-DEX). Auditing work involves
examining and analyzing Criminal Justice Agencies use and security controls of information systems, use of
Criminal Justice Information, work processes, procedures, and maintenance and protection of criminal records. The
KHP CJIS Unit also provides relevant training and guidance to those criminal justice agencies to improve audit
results and ensure compliance.

TASKS:

e Conducts audits by examining internal policies and procedures, criminal justice records, physical and
logical controls of Federal, State, Tribal and local criminal justice agencies for compliance with laws,
regulations, and policies within defined audit procedures. Determines compliance status through review of
written policies and procedures, information systems network architecture, systems controls, and
assessment of operational practices.

e Confers with agency employees and their representatives to obtain or clarify audit information and records,
discuss audit findings, determine planned responses to adverse conditions, or answer questions regarding
procedures and standards used in the audit.

e Plans, assigns, and leads audit examinations; analyzes a variety of records to determine the operational
condition of an agency; examines non-standard facets of activities of the agency to ensure compliance and
resolve problems; and recommends remedial measures or policies to avoid deterioration in compliance
status and improve operational effectiveness.

o Writes reports of audit findings and presents written recommendations to superiors on corrective action to
be taken.

¢ Investigates policy violations to determine appropriate disciplinary actions.

o Testifies as an expert witness in hearings and court proceedings to determine criminal intent of individuals
violations of policies.

e Confers with superiors to receive assignments, present findings, and propose changes in auditing
procedures.

e Prepares audit analyses and conducts technology, procedures, operations, and auditing research.

LEVELS OF WORK:

e Class Group consists of three classes.

CJIS Auditor I: Primary work tasks involves audits of Criminal Justice Agencies (CJAs) to evaluate compliance
with applicable laws, regulations, and policies and recommend improvements or corrective actions for the agencies'
security structure and that agencies are acquiring, storing, and disseminating criminal history record and other
sensitive information as required by Federal and state laws, regulations, and policies to ensure the integrity,
availability, and confidentiality of Criminal Justice Information (CJI). Additional tasks involve training of local criminal
justice personnel in proper use and security of Criminal Justice Information. Work may involve assistance from
more experienced auditors.

Minimum Requirements: Two (2) years’ experience in Law Enforcement dispatching, Law Enforcement records
management, Terminal Agency Coordinator (TAC), or law enforcement officer; or have demonstrable skills in
information technology networking and system administration and controls. Education in related fields of study may
be substituted for experience as determined relevant by the agency.



CJIS Auditor II: Primary work tasks involve independently conducting technical and complex audits of Criminal
Justice Agencies (CJAs) to evaluate compliance with applicable laws, regulations, and policies and recommend
improvements or corrective actions. Audits may be extensive and complex to properly evaluate the agencies'
security structure and that agencies are acquiring, storing, and disseminating criminal history record and other
sensitive information as required by Federal and state laws, regulations, and policies to ensure the integrity,
availability, and confidentiality of Criminal Justice Information (CJI). An employee in this class may function as a
lead auditor in the on-site assignment of tasks and in the review of audit papers and reports completed by lower-
level auditors and provides substantial input into development and presentation of training material to local
agencies.

Minimum Requirements: Five (5) years’ experience in Law Enforcement dispatching, Law Enforcement records
management, Terminal Agency Coordinator (TAC), or law enforcement officer; or have two (2) years’ experience in
information technology networking and system administration and controls; or have two (2) years’ experience as
CJIS Auditor I. Education in related fields of study may be substituted for experience as determined relevant by the
agency.

CJIS Auditor lll: Work involves supervising CJIS KHP auditors conducting audits of Criminal Justice Agencies
(CJAs) to evaluate compliance with applicable laws, regulations, and policies and recommend improvements or
corrective actions. Audits may be extensive and complex to properly evaluate the agencies' security structure and
that agencies are acquiring, storing, and disseminating criminal history record and other sensitive information as
required by Federal and state laws, regulations, and policies to ensure the integrity, availability, and confidentiality
of Criminal Justice Information (CJI). May function as assigned CJIS Auditor or in a contingency role.

Minimum Requirements: Five (5) years’ experience as CJIS Auditor Il. Must demonstrate administration and
leadership abilities and have advanced knowledge of CJIS policies and procedures for areas being supervised.
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